HOLLINGWORTH

Business and Enterprise College

Headteacher: Mr Colin Burnett

e-SAFETY POLICY:

The acceptable use of the
Internet and related technologies

The e-Safety Policy has been written by the College, building on the London Grid for
Learning (LGfL) exemplar policy and Becta guidance. It has been agreed by the
senior management and approved by Governors. It will be reviewed annually.

Bt/policy/eSafetyPolicy-Jan09/MAH



CONTEXT

Harnessing Technology: Transforming learning and children’s services' sets out the government plans
for taking a strategic approach to the f uture development of ICT.

“The Internet and related technologies are powerful tools, which open up new prospects for
communication and collaboration. Education is embracing these new technologies as they bring with
them fresh opportunities for both teac hers and learners.

To use these technologies effectively requires an awareness of the benefits and risks, the
development of new skills, and an understanding of their appropriate and effective use both in and
outside of the classroom.” DIES, eStrategy 2005

The Green Paper Every Child Matters and the provisions of the Children Act 2004€, Working Together
to Safeguard Childrer! sets out how organisations and individuals should work together to safeguard
and promote the welfare of children.

The ‘staying safe’ outcome includes aims that children and young people are:

x safe from maltreatment, neglect, violence and sexual exploitation

x safe from accidental injury and death

x safe from bullying and discrimination

x safe from crime and anti-social behaviour in and out of College

X secure, stable and cared for.
Much of these aims apply equally to the ‘virtual world’ that children and young people will encounte r
whenever they use ICT in its various forms. For example, we know that the internet has been used
for grooming children and young people with the ultimate aim of exploiting them sexually; we know
that ICT can offer new weapons for bullies, who may torment their victims via websites or text
messages; and we know that children and young people have been exposed to inappropriate content

when online, which can sometimes lead to their involvement in crime and anti -social behaviour.

It is the duty of the Collegeto ensure that every child in their care is safe, and the same principles
should apply to the ‘virtual’ or digital world as would be applied to the College’sphysical buildings.

This Policy document is drawn up to protect all parties — the students, the staff and the College and
aims to provide clear advice and guidance on how to minimise risks and how to deal with any
infringements.

! http://www.dfes.gov.uk/publications/e -strategy/

2 See The Children Act 2004 [http://www.opsi.gov.uk/acts/acts2004/20040031.htm]
% See Every Child Matters website [http://www.everychildmatters.gov.uk]
4 Full title: Working Together to Safeguard Children: A guide to inter -agency working to safeguard and promote the welfare of

children. See Every Child Matters website
[http://www.everychildmatters.gov.uk/_files/AES3C8F9D7AEB1B23E403514A6C1B17D.pdf]
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1. THE TECHNOLOGIES

ICT in the 21* Century has an all-encompassing role within the lives of children and adults. New
technologies are enhancing communication and the sharing of information. Current and emerging
technologies used in Collegeand, more importantly in many cases, used outside of Collegeby children
include:

X The Internet

X e-mail

X Instant messaging (http://www.msn.com , http://in fo.aol.co.uk/aim/) often using simple
web cams

X Blogs (an on-line interactive diary)

X Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player)

X Social networking sites (Popular www.myspace.com/ www.piczo.com / www.bebo.com /
http://www.hi5.com )

X Video broadcasting sites (Popular: http://www.youtube.com /)

X Chat Rooms (Popularwww.teenchat.com, www.habbohotel.co.uk)

X Gaming Sites (Popularwww.neopets.com, http://www.miniclip.com/games/en/ ,
http://www.runescape.com/ )

X Music download sites (Popularhttp://www.apple.com/itunes/  http://www.napster.co.uk/
http://www _-kazzaa.com/, http://www_-livewire.com/)

X Mobile phones with camera and video functionality

X Smart phones with e-mail, web functionality and cut down ‘Office’ applications.

2. WHOLE SCHOOL APPROACH TO THE SAFE USE OF ICT

Creating a safe ICT learning environment includes three main elements at this College
X An effective range of technological tools;
x Policiesand procedures, with clear roles and responsibilities;
X A comprehensive e Safety education programme for pupils, staff and parents.

Reference: Becta- E-safety Developing whole-Collegepolicies to support effective practice °

3. ROLES AND RESPONSIBILI TIES

e-Safety is recognised as an essential aspect of strategic leadership in this College and the
Headteacher, with the support of Governors, aims to embed safe practices into t he culture of the
College. The Headteacher ensures that the Policy is implemented and compliance with the Policy
monitored. The responsibility for e-Safety has been designated to a member of the senior
management team.

Our College e-Safety Co -ordinator is Jamie Hawkrigg.

Our e-Safety Co-ordinator ensures they keep up to date with e-Safety issues and guidance through
liaison with the Local Authority e-Safety Officer and through organisations such as Becta and The
Child Exploitation and Online Protection (CEOP). The College’s e-Safety Co-ordinator ensures the
Headteacher, senior management and Governors are updated as necessary.

° http://schools.becta.org.uk/index.php?section=is
6 http://www.ceop.gov.uk/
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Governors need to have an overview understanding of e-Safety issues and strategies at this College.
We ensure our governors are aware of our local and national guidance ’ on e-Safety and are updated
at least annually on policy developments.

All teachers are responsible for promoting and supporting safe behaviours in their classrooms and
following College e-Safety procedures. Central to this is fostering a ‘No Blame’ culture so pupils feel
able to report any bullying, abuse or inappropriate materials.
All staff should be familiar with the College’sPolicy including:

X Safe use of e-mail;

x Safe use of Internet including use of internet-based communicaton services, such as instant
messaging and social network;

x Safe use of Collegenetwork, equipment and data;

x Safe use of digital images and digital technologies, such as mobile phones and digital
cameras;

X publication of pupil information/photographs and use of website;
x eBullying / Cyberbullying procedures;
x their role in providing e -Safety education for pupils;

Staff are reminded / updated about e -Safety matters at least once a year.

4. HOW WILL COMPLAINTS REGARDING e-SAFETY BE HANDLED?

The College will take all reasonable precautions to ensure e-Safety. However, owing to the
international scale and linked nature of Internet content, the availability of mobile technologies a nd
speed of change, it is not possible to guarantee that unsuitable mate rial will never appear on a
College computer or mobile device. Neither the Colege nor the Local Authority can accept liability for
material accessed, or any consequences of Internet access.

Staff and pupils are given information about infringements in u se and possible sanctions. Sanctions
available include:

x interview/counselling by tutor / Pastoral Manager/ e -Safety Co-ordinator / Headteacher;

informing parents or carers;

x removal of Internet or computer access for a period, [which could ultimately pre vent access
to files held on the system, including examination coursework];

x referral to LA / Police.

x

Our Pastoral Managers acts as first point of contact for any complaint, if there is any doubt or
seriousness to the infringement they must contact the e -Safety Co-ordinator. Any complaint about
staff misuse is referred to the Headteacher.

Complaints of cyberbullying are dealt with in accordance with our Anti-Bullying Policy. Complaints
related to child protection are dealt with in accordance with College / LA child protection procedures.

" Safety and ICT - available from Becta, the Government agency at:
http://schools.becta.org.uk/index.php?section=lv&catcode=ss_Iv_str_02&rid=10247
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STAFF ACCEPTABLE USE POLICY /CODE OF CONDUCT

ICT and the related technologies such as email, the internet and mobile phones are an expected part
of our daily working life in C ollege.

This policy is designed to ensure that all staff are aware of their professional responsibilities when
using any form of ICT. All staff are expected to sign this policy and adhere at all times to its co ntents.
Any concerns or clarification should be discussed with the College e-Safety Co-ordinator.
x | will only use the College’s email / Internet / Intranet / Learning Platform and any related
technologies for professional purposes or for uses deemed ‘reasonable’ by the Headeacher or
Governing Body.

x 1 will comply with the ICT s ystem security and not disclose any passwords provided to me by
the college or other related authorities.

x | will ensure that all electronic communications with pupils and staff are compatible with my
professional réle

x 1 will only use the approved, secure email system(s) for any College business.

x | will ensure that personal data (such as data held on MIS) is kept secure and is used
appropriately, whether in College, taken off the College premises or accessed remotely.

x 1 will not browse, download or uplo ad material that could be considered offensive or illegal.
x | will not send to pupils or colleagues material that could be considered offensive or illegal .

X Images of pupils will only be taken and used for professional purposes and will not be
distributed outside the College network without the permission of the parent/carer.

x | understand that all my use of the Internet and other related technologies can be monitored
and logged and can be made available, on request, to my Line Manager or Headteacher.

x | will respect copyright and intellectual property rights.

x | will support and promote the College’'s e-Safety Folicy and help pupils to be safe and
responsible in their use of ICT and related technologies.

USER SIGNATURE:

| agree to follow this Code of Conduct and to support the safe use of ICT throughout the College.

Signature

Date

Full Name (printed)
Job Title
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PUPIL ACCEPTABLE USE POLICY /E -SAFETY RULES

ICT and the related technologies such as the internet and email are an important part of learning in
our College.

We expect all pupils to be responsible for their behaviour when using ICT and the Internet. It is
essential that pupils are aware of e-Safety and know how to stay safe when using any ICT.

Pupils are expected to discussthis policy with their parent or carer and then to sign and follow the e -
Safety Rules. Any concerns or explanation can be discussed with theirclass teacher or the e-Safety
Co-ordinator.

x | will only use the College’s ICT systems including the internet, email, digital video etc for
College purposes.

x 1 will only access the College network using my own user name and password.

x 1 will follow the C ollege’s ICT security system and not reveal my passwords to anyone.
x| will only use my College email address.

x | will make sure that all ICT communications with pupils, teachers or others is responsible.

x | will be responsible for my behaviour when using the Internet. This includes resources |
access and the language | use.

x | will not deliberately browse, d ownload or upload material that could be considered offensive
or illegal. If | accidentally come across any such material | will report it immediately to my
teacher.

x | will not send to pupils, teachers or others material that could be considered offensiv e or
illegal.

x | will not give out any personal information such as name, phone number or address. | will
not arrange to meet someone unless this is part of a College project approved by my teacher.

X | understand that all my use of the Internet and other related technologies can be monitored
and logged and can be made available to my teachers.

x | understand that these rules are designed to keep me safe and that if they are not followed,
College sanctions will be applied and my parent/carer may be contacted.

PARENT AND PUPIL SIGNATURES :

We have discussed this Policy and (pupil name) agrees to
follow the e-Safety Rules and to support the safe use of ICT at College.

Parent/Carer Signature

Pupil Signature

Full Name

Form

Date
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