
Best Practices for Setting Passwords 
 
Passwords are the digital equivalent to your front door key and should be 
guarded as such. 
 
Passwords should NEVER 
 

�x Be a single word 
�x Be your username 
�x Be the word password 
�x Contain any personal references e.g. family/pets names, street names, 

car make or model, favourite bands, football clubs etc 
�x Be told to anyone 
�x Be written down unless it will be stored in a secure location  totally 

separate from the laptop/PC 
 
A strong password will 
 

�x Be at least 8 characters long 
�x Use random characters 
�x Contain upper and lower case letters, numbers and symbols 
�x e.g. h8rJD6&s 
�x Be different for each site/application that requires a password  

 
Strong passwords are difficult to remember but there are techniques  that can 
make strong passwords from memorable words/combinations of words 
 

�x Letter substitution – Some letters can be substituted by numbers or 
symbols e.g letter S could be substituted by number 5, letter I or L 
could be substituted by 1 or !, letter E could be number 3, letter o 
could be number 0 etc so the simple word telephone could become 
t313phon3, t3!3phon3, te!eph0nE etc 

�x Word joining – Pick 2 or more  simple words and join/pre/suffix  them 
with numbers and symbols e.g. low and high could be 76LowhigH, 
9Low42higH, 3Low<5higH 

 
 


